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EXYNOS4212 APPLICATION NOTE_REV 1.0 1 OVERVIEW

OVERVIEW

This application note explains the way to build the secure BL1(1st Bootloader) and BL2(2nd Bootloader) images in
the booting environment of Exynos4212. iROM code(iROM Bootloader) of Exynos4212 confirms to download the
BL1 image with checksum, verifies the integrity of the secure BL1 image, decrypts the secure BL1 image, and
then iROM goes to BL1. In the BL1, the integrity of the secure BL2 is verified. If the secure BL2 image is verified
successfully, BL1 will go to BL2. In order to verify the integrity of the secure image on each stage, iROM code
provides the secure library functions to reuse in BL1 and BL2.
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EXYNOS4212 APPLICATION NOTE_REV 1.0 2 BOOT CODE

BOOT CODE

2.1 IROM CODE

Figure 2-1 shows the booting sequence in iROM. First, iROM provides the basic environments for executing the
arm codes. Second, the secure BL1 is downloaded from the booting devices: SD/MMC, eMMC4.3, eMMC4.4, and
NAND. Next step, iROM checks the integrity of the downloaded BL1.

4
Register the function pointers

Disable watchdog

v

‘ Flush TLB'’s and Invalidate caches ‘

Get bootmode (OM pin)

+ + Fail download?
- B ‘ Get the reset status ‘
\ Disable IRQ’s and MMU ‘ ;
" Y ‘ Set the clock divider & Set PLLs ‘ nReset Sleep
‘ Disable D-cache, Enable I-cache ‘ 3

fail fail

Check Sum

‘ Make CCV)REl idle ‘ '
:

‘ NAND 512B/Page, 8Bit ECC ‘

Yes
» ‘ NAND over 2KB/Page, 16bit ECC ‘

[=}
- |

?
SDMMC (Ch2) ‘ Decrypt BL1?

‘ Initialize Stack (IRQ, SVC) \

‘ eMMC4.3 (Cho) ‘

‘ Initialize ZIIRW ‘ ‘

|

eMMC4.4 (Ch4) ‘

Decrypt BL1?

‘ Second Booting (USB or SDMMC) ‘

A 4

GO BL1 or
Direct-Go

Figure 2-1 iROM Booting Sequence

The function of "Direct-Go" is provided when waking up from AFTR or Deep-stop. If the flag of Direct-Go is given
at the address of 0x0202_0020 and the address of Direct-Go is given at the address of 0x0202_0024, then the
next program counter will be the address of Direct-Go, not the address of BL1 reset vector. The flag of Direct-Go
to be enabled is "OXFCBA_0D10".

The booting device can be selected by OM pins. Table1l shows the OM configuration for selecting the booting
device.
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Table 2-1 OM configuration for selecting the booting device

OM[5:1] 1st Device 2nd Device

2 (b'00010) SDMMC_CH2 USB

3 (b'00011) eMMC43_CHO USB

4 (b'00100) eMMC44_CH4 USB

8 (b'01000) NAND_512_8ECC USB

9 (b'01001) NAND_2KB_OVER USB

19 (b'10011) eMMC43_CHO SDMMC_CH2
20 (b'10100) eMMC44_CH4 SDMMC_CH2
24 (b'11000) NAND_512 8ECC SDMMC_CH?2
25 (b'11001) NAND_2KB_OVER SDMMC_CH2

NOTE:

OM[6] should be fixed to zero.

Just 512B of main data plus 26B of ECC data are written to the main area of each page of NAND. The remainder of each page
is ‘don’t-care’. The main purpose is to support the various_kinds of NAND devices (The size of one page and the size of one
block is various. For example, 512B per page, 2048B per page, 4096B per page, and 8192B per page can be supported).

The seed of randomizer in each page is fixed to ‘0x59A9’.

The OM configurations of OM[5:1]=0, 1, 5~7, 10~18, 21~23, and 26~31 are reserved.

2.2 BL1 AND BL2 CODE

The guide for Exynos4212 secure booting is to use the secure boot chain such as BL1 and BL2. The purpose of
the separation of BL1 and BL2 is to separate chip-dependant parts from platform-dependent parts. Chip-
dependent parts contain the BL1 functions for downloading the BL2 code to internal RAM regardless of platform
types. However the platform configuration should be easy to be changed by set makers such as operation
frequency and memory type. And, so as to get secure context of BL1, the set makers should supply chip maker
with their BL2 code public key generated by CodeSigner Client. This separation makes the set makers use their
own boot image without any co-work or permission of the chip maker, once the set makers get the signed
BL1image from the chip maker.

2.2.1 SECURE BL1 BOOT SEQUENCE

BL1 code copies the BL2 image to internal RAM. BL1 code checks the integrity of the BL2 image. BL1 code
should be independent of external platform configuration. The role of BL1 code is to do stepping stone for BL2
code which is generated by set makers. The secure context data should be attached to the BL1 image and it
contains public key for BL2 from set maker. Secure context is generated by CodeSigner Server managed by chip
maker. The address of secure context is predefined in the iROM. In Chapter 3, internal memory configuration
shows the detail information for BL1 memory configuration. Figure 2-2 shows the booting sequence of BL1 code.
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YES

BL2

v

SDMMC (CH2)

v

eMMC4.3 (CHO)
eMMC4.4 (CH4)

v

NAND 512B 8bECC,
NAND 2KB/4KB/8KB 16bECC

Infinite Loop

Figure 2-2

2.2.2 SECURE BL2 BOOT SEQUENCE

Secure BL1 Booting Sequence

BL2 code copies the OS image(BL3) to external DRAM area and checks the integrity of OS code. BL2 code
configures the operating frequency and DRAM initialization. If there is necessary to configure additional setting to
system, the set makers can configure it in the BL2 code. BL2 code is independent of BL1 code. But the address of
BL2 signature is fixed in BL1 and the size of BL2 image cannot exceed the BL1 secure context area. In Chapter 3,
internal memory configuration shows the detail information for BL2 memory configuration. Figure 2-3 shows the

booting sequence of BL2 code.
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Initialize IRQ and SVC_stack

v

SET CLOCK's

v

Initialize DRAM

Lowpwr-Audio wakeup?
Sleep wakeup?
NO

A 4

DRAM (FW or OS) >
DRAM (FW or OS) )

Boot device?

v ‘ v

eMMC4.3 (CHO) NAND 512B 8bECC,
eMMC4.4 (CH4) NAND 2KB/4KB/8KB 16bECC

SDMMC (CH2)

Secure boot ?

Infinite Loop Verify ?

YES

<

A
( DRAM (FW or OS) >

Figure 2-3  Secure BL2 Booting Sequence

2.2.3 DIRECT-GO

This is the option to skip processing of codes on BL1 and BL2 after the system wakes up from AFTR, DEEP-
STOP, and LPA mode. If the specific registers are configured for Direct-go before entering AFTR (or DEEP-STOP
or LPA), iROM codes will continue to dram codes without processing of BL1 and BL2. The registers for Direct-Go

are as followings.
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Table 2-2

Direct-Go Registers

Register Name

Address

SFR for Direct-Go flag

0x0202_0020

SFR for Direct-Go address

0x0202_0024

If the value of Direct-Go flag is equal to OXFCBA_0D10, then next program counter after finishing iROM codes will

be the dram address designated at Direct-Go address.

2.2.4 BOOTING TIME (EXAMPLES)

The running time of iROM and BL1 can be dependent on the booting device.

Table 2-3 shows an example of the running time of iROM and BL1.

The ‘wakeup' means the wakeup from SLEEP mode.

Table 2-3 Booting time examples
Boot Mode iROM BL1 iROM BL1 Example Device
-reset- -reset- -wakeup- -wakeup-
SDMMC_CH2 656 ms 128 ms | 279 ms 23 ms SanDisk miniSD 8GB
eMMC43_CHO 460 ms 128 ms 83 ms 23 ms KLMAG4FEJA-A
eMMC44_CH4 432 ms 131 ms 49 ms 26 ms KLMAG4FEJA-A
NAND_16bECC 112 ms 192 ms 30 ms 85 ms K9F2G08UOA
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INTERNAL MEMORY MAP

Internal memory of Exynos4212 has been configured as shown in Figure 3-1. The size of the secure BL1 is
8192B. In order to execute iROM properly, 5KB should be reserved at the start of internal memory. The secure
context for BL1 code should be located at 0x0202_3000 of internal memory. The size of BL2 code can be user
defined and depends on BL1 code. However, in S.LSI’s reference code of BL1, the valid size of BL2 code would
be less than 14332B 14KB-4B, 4B is the checksum) and if the size of BL2 code is less than 14332B, the rest area
up to 14332B should be filled with zeros. The signature for BL2 should be located 0x0202_6C00 of internal
memory and the checksum for BL2 should be at 0x0202_6BFC in S.LSI’s reference code.

0x0202_7400

Ref : BL2 (Main + padding + signature = 16KB)
Address of Checksum : 0x0202_6BFC
Address of Signature : 0x0202_6C00

0x0202_3400

8KB
0x0202_1400
iROM ZI/RW(3KB)
0x0202_0800
5KB
iROM stack(1.75KB)
0x0202_0100

ox0202.0000 | ENGIOGUGEIDORSVEISCRNURCHERE

Product_ID : 0x0202_0010
iRom_Version : 0x0202_0014
Device function pointer : 0x0202_0030

Figure 3-1 Internal Memory Map
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In the internal memory map, the significant information is located on the start of internal memory. The address for
device copy functions is stored from 0x0202_0030 to 0x0202_0070. The detail explanation for device copy
functions is presented in the chapter 4.
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GENERATION OF BL1 AND BL2 CODES

4.1 SECURE BOOT CONTEXT

#define SB20_MAX_EFUSE_DATA_LEN 20
#define SB20_MAX_RSA_KEY (2048/8)
#define SB20_MAX_SIGN_LEN SB20_MAX_RSA_KEY
#define SB20_HMAC_SHA1_LEN 20
I
typedef struct
{
int rsa_n_Len;

unsigned char
int
unsigned char

} SB20_RSAPubKey;

typedef struct
{
int
unsigned char
int
unsigned char

} SB20_RSAPrivKey;

rsa_n[SB20_MAX_RSA_KEY];
rsa_e_Len;

rsa_e[4];

rsa_n_Len;
rsa_n[SB20_MAX RSA KEY];
rsa_d_Len;

rsa_d[SB20_MAX_RSA_KEY];

SAMSUNG ELECTRONICS 16 w
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I
typedef struct
{

SB20_RSAPubKey rsaPubKey;

unsigned char signedData[SB20_HMAC_SHA1_LEN];

} SB20_PubKeyinfo;

I

typedef struct

{
SB20_RSAPubKey stage2PubKey; /I Stage 2 public key for secure booting.
int code_SignedDatalLen; // RSA Signature Length

unsigned char code_SignedData[SB20_MAX_SIGN_LEN]; // RSA Signature Value
SB20_PubKeylnfo pubKeylnfo; /l Public Key and it's HMAC
unsigned char func_ptr_BaseAddr[128]; /I Function pointer of iROM’s
// secure boot function
unsigned char reservedData[80];

} SB20_CONTEXT;
If customers want to use one key-pair, stage2PubKey and pubKeylnfo.rsaPubkey will be same.

4.2 SECURE BL1 AND BL2 CODES

In accordance with the secure boot chain, BL1 code verifies the integrity of BL2 and BL2 code verifies the OS
integrity. At that time, the files listed below are required to use the secure boot library function. These files are also
used to make secure BL2 code in order to check OS integrity.

BL1 SB20 C220.c

BL1 SB20 _C220.h

| The table below is the lists of library functions used by BL1 and BL2 codes_in order to verify the integrity of BL2

SAMSUNG ELECTRONICS 17 w
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and OS image.
Table 4-1  Function Description of Check_Signature
int Check_Signature(
SB20_CONTEXT *SB20_CONTEXT_ADDRESS,
unsigned char *BL2_ADDRESS,
Prototype int BL2Len,
unsigned char *BL2_SIGNDATA_ADDRESS,
int SB20_MAX_SIGN_LEN
)
Description Verify the image integrity
*SB20_CONTEXT_ADDRESS | Secure Context Base Address (=0x0202_3000)
*BL2_ADDRESS BL2 or OS Image Base Address
barameters BLaLen BL2 or OS Image Size except Image Signature
Size, Byte Count
*BL2_SIGNDATA_ADDRESS BL2 or OS Image Signature Base Address
SB20_MAX_SIGN_LEN BL2 or OS Image Signature Size(=256 Byte)
SB_OK BL2 or OS Image Integrity OK.(return 0x0)
Return Value
Others BL2 or OS Image Integrity Falil.
Remarks
Example )

result = Check_Signature ((SB20_CONTEXT *)0x02023000, \
(unsigned char*)0x02023400,

int(0x3800),

(unsigned char*)(0x02026C00), \
(int)256 ); // the size of signature 256byte

if(result == SB_OK)

((void (*)(void))(0x02023400))();

SAMSUNG ELECTRONICS
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4.3 SECURE MACRO FUNCTIONS

4.3.1 GENERATION OF FUNCTION POINT ADDRESS

To reduce BL1 and BL2 code size, these codes uses secure boot functions in iROM of SoC. The followings are
secure boot function used in BL1and BL2. In Exynos4212, the addresses of the secure boot functions are as
below.

Secure boot functions Description

Verify_PSS_RSASignatrue2 | RSA PSS Signature verification function

When BL1 is signed using the CodeSigner, Secure Boot Context’s func_ptr_Base field is stored with 0x00. After
the verification of BL1’s signature in iROM, the Secure Boot Context’s func_ptr BaseAddr field is filled with secure
boot function address by iROM operation.

Example: In Exynos4212, Secure Boot Context’s func_ptr_BaseAddr are changed as below.

10 HxD - [C:#Userswbright kangsDownloadsw#sig_after_wakeup.dat] =l a |
8] File Edit Search Wiew Analysis Extras Window ? — =]

Bl Hidis ] anst [ e [5]
) 8450.5bl1.bin ) sig_after_wakeup.dat

COffsec(h) 00 01 02 03 04 05 06 OT7 08 0% OA OB OC OD OE OF

000002B0 73 EA 66 44 F7 29 52 7C FS 3D 82 94 C2 93 1B E7 s&fD:)Rle=, "E".¢

000002C0 €6 2A 1F 92 11 EB AE 7F 44 28 E9 65 EB D3 DB 1F E*.'.&8.D(ée&00,

000002D0 9D CC 05 E2 91 SE 43 B2 E6 12 4C B7 97 FA 32 3C .I.4'"C,=.L-—02«

000002E0 71 F1 9F D5 70 5D 39 CE 52 A0 69 60 FO 42 90 97 gi¥@p]ofrR i°&B.-

000002F0 93 DO 33 B5 CE 2E 58 A8 E7 BF 30 31 33 92 BE 2E “93pf.X"gz013'%.

00000300 4F €9 3A 9B 65 58 EF E9 3E 01 86 12 8F E0 75 0D Oi:>eXié>.t..au,
00000310 A
00000320
00000330
00000340
00000350
00000360
00000370
00000380
00000330
00000340
000003B0 AR BA AR AR AR AR AR RA AR AR AR
000003C0

5] sig_power on reset.dat |

-

1

00

AA AR BA AR fesssssssssssais
AR LA AR AR AR 2=a=a:azaaa=sazas

00000300 AR R RA AL AL AR AR AR AR RA BD AL RL BR RR  RRR22323223322a:
vy AL RRL
LR AL RO

000003ED
Q00003F0

< | m

Offset: 330 Block: 330-3AF

AA AR =2=3=233a33a3az;aaa:s

LI LR ssssssssssssaaai

| C

Owverwrite

Func_ptr_Base field of Secure
Boot Context

Figure 4-1  Secure Boot Context's Func_ptr_Base field before checking integrity of BL1 in iROM
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15 HxD - [C:WUserswbright kang#DownloadsWsig_power_on_reset.dat] =N R
] File Edit Search View Analysis Extras Window 7 - |[=][=
Bl |0l 16 ]| ana [=]] hex [
=] 450 b1 bin | =8| sig_after_wakeup dat| [ sig_power_on_reset.dat |
Offset (n) 00 01 02 03 04 05 06 07 08 09 DA DB OC OD OE OF i
00000280 73 EA &€ 44 F7 28 52 7C F8 3D 82 94 CE 93 1B E7 s&fD:)R|e=, "E™.¢
000002C0 C6 2A 1F 92 11 EB AE 7F 44 28 E9 65 EB D3 DB 1F E~.’.&@.D(ées0l,
00000200 9D CC 0S5 E2 91 SE 43 82 E6 12 4C B7 97 FA 32 3¢ .I.a'~C,=.L-—a2-
000D0ZED 71 F1 SF D5 70 SD 39 CE 52 AO &9 60 FO 42 90 97 qgi¥0p]sir i-&B.-
000002F0 93 DO 33 BS CE 2E 58 A8 E7 BF 30 31 33 92 BE 2E “B3nl.X g:013'%,
00000300 4F 69 3L 95 65 58 EF E9 3E 01 86 12 &F EO 75 0D Oi:>eXié>.t..4
00000310 00 00 :
00000320 46
00000330
00000340
00000350
00000360
00000370
00000380 ~
00000390 oa b) 00
00000340 0a 00 00
00000360 AR RR BA AR AR AR AR AR AR BA BR AR RR BR RR Sesssssssaisaas:
000003C0 AA AR AR AR AR AR AR AR AR AR AR AR AR AR AR RRR32:2233323z233
00000300 AR AR RR AR AL RR RA AR RR RA BA BA BB RR BB GRssssasaaaaaaa:
000003E0 AA AR BA AR AR AR AA AA AR AA BR XA AR AR AR RR "eR3233232:a::::
000003F0 AA AR RRL LA RL AR AA AL DA AR RA By AA AL AR AR Sesssssasazzszs:
4 [ \ | b
Offset: 330 Block: 330-38F Length:\o Overwrite
Func_ptr_Base field of Secure
Boot Context

Figure 4-2

Secure Boot Context's Func_ptr_Base field after checking integrity of BL1 in iROM

To call secure boot functions in BL1, there is defined macros for secure boot functions. When the function of
Verify PSSRSASignature2 is necessary in BL1, the Macro of "macro_Verify PSS _RSASignature2" is provided.

4.3.2 MACRO FUNCTION DESCRIPTION

Table 4-2  Macro Verify PSS RSASignature?2
#define macro_Verify PSS _RSASignature2(BASE_FUNC_PTR,a,b,c,d,e,f) \
Prototype (((int(*)(unsigned char *, int, unsigned char *, int, unsigned char *, int)) \
(*((unsigned int *)(BASE_FUNC_PTR + 48))))\
((a),(b),(c),(d).(e).()))
Description macro for Verify_PSS_RSASignature2 function call in iROM.
BASE_FUNC_PTR the address to store function pointer in
iROM(Actually, Secure Boot Context’s
func_ptr_BaseAddr field)
a RSA public key data pointer
Parameters b RSA public key data length
c Input message pointer(i.e BL2’s Address)
d Input message length
e Signature pointer
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f

Signature length

SB_OK(0)

RSA Signature Verification is successful.

Return Value
Others

RSA Signature Verification is fail.

Remarks

4.4 DEVICE COPY FUNCTIONS

| The Exynos4212 iROM_supports the block copy functions for the booting device. These internal functions can
copy any data from the booting device to internal SRAM.

Table 4-3  Function Pointers for the Booting Device

Address Name

Description

0x02020030 SDMMC_ReadBlocks

0x0202003C LoadBL2FromEmmc43ChO

0x02020040 Emmc43_EndBootOp_eMMC

0x02020044 MSH_ReadFromFIFO_eMMC

0x02020048 MSH_EndBootOp_eMMC

0x02020070 LoadimageFromUsb

This function copies the data of SD and MMC type device to
destination : Return type (True=1/False=0), Arguments (u32
SrcBlock, u32 NumofSrcBlock, void * DstByte)

This function copies BL2 of the boot area data of eMMC 4.3
to internal RAM : Return type (True=1/False=0), Arguments
(u32 SrcBlock, u32* DstByte)

This Function is ending operation for eMMC4.3 boot mode :
Return type (void), Arguments (void).

This function copies the boot area data of eMMC 4.4 to
destination : Return type (True=1/False=0), Arguments (u32
SrcBlock, void * DstByte).

This Function is ending operation for eMMC4.4 boot mode :
Return type (void), Arguments (void)

This function copies the data through USB. If the
enumeration is passed in iROM, this function could be

available : Return type (True=1/False=0), Arguments (void)

Warning: The frequency of clocks supplied to SDMMC and eMMC are 20Mhz at the Booting time. MPLL is the

source of these clocks.

Warning: If SDMMC or eMMC is chosen as the booting device, the copy functions for SDMMC or eMMC would
be available in BL1 and BL2. If you use the copy function, please do not change the clocks for
SDMMC or eMMC. Additionally do not change the configuration of PLL related to SDMMC or eMMC.
Proper booting operations could not be guaranteed under illegal clock changes.
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o eMMC4.4 Copy Function Address

void MSH_ReadFromFIFO_eMMC(u32 uNumofBlocks, void * uDstAddr)

* This Function copies eMMC4.4 Card Data to memory.
* @param uNumofBlocks : Number of Blocks for transfer operation.

* @param uDstAddr : It is indicated Destination Address (System Memory)

o MSH_EndBootOp_eMMC

void MSH_EndBootOp_eMMC(void)

* This Function is ending operation for eMMC4.4 boot mode. When end of booting mode in eMMC4.4,

you call this function. This function used for wait about end of boot operation.

o eMMC4.3 Copy Function Address

bool SDMMC_ReadOperation_eMMC(u32 uNumofBlocks, void * uDstAddr)

* This Function copies eMMC4.3 Card Data to memory.
* @param uNumofBlocks : Number of Blocks for transfer operation.

* @param uDstAddr : It is indicated Destination Address (System Memory)

o Emmc43_EndBootOp_eMMC

void Emmc43_EndBootOp_eMMC(void)

* This Function is ending operation for eMMC4.3 boot mode. When end of booting mode in eMMC4.3,

you call this function. This function used for wait about end of boot operation.

o SDMMC_ReadBlocks

void SDMMC_ReadBlocks(u32 uStBlock, u32 uNumofBlocks, void * uDstAddr)

* This Function copies SD/MMC Card Data to memory.

* @param uStBlock : Start Block Number. It is indicated the start block’s location.
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* @param uNumofBlocks : Number of Blocks for transfer operation.

* @param uDstAddr : It is indicated Destination Address (System Memory)

o LoadlmageFromUsb

bool LoadlmageFromUsb(void)

* This Function copies the Booting Data through.
* @void
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4.5 ASSIGNMENT GUIDE FOR THE BOOTING BLOCKS

iROM will copy the 8KB of data from the booting device regardless of the secure and the non-secure.

4.5.1 SD/MMC/MOVINAND

BL1(1st Boot loader) should be located at the offset of 512B. iROM only loads 8KB BL1 code to internal memory.

SD/MMC : 1 Block = 512B

Reserved | BL1 + Signature BL2 + Signature
(512B) (8KB) (16KB)
Block0 T Block1~Block16 o Block17~Block48 "

4.5.2 EMMC4.3 AND EMMC4.4

The eMMC4.3 device has the separated boot area in the boot operation mode. The size of boot area is
determined by Extended CSD register.

This guide is a sample, but there are 2 mandatory rules.

- BL1(1st Boot loader) should be located at block 0 of the booting block.

- BL2(2nd Boot loader)’s location should be the consecutive position of BL1.

BL1 + Signature BL2 + Signature
(8KB) (16KB)
- 8KB T 16KB -
h Booting area (more than 24KB) o User-defined area "

4.5.3 NAND (ADDRESS CYCLE 4, PAGE SIZE = 512B)

BL1(1st Boot loader) should be located at block 0 and page 0.
The data written to BlockO should be encoded by 8bit ECC.
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NAND (Address cycle = 4, Page size = 512B)
BL1 + Signature BL2 + Signature
(8KB) (16KB)
< 16 pages > 32 pages >
- 8bit ECC booting data T User file system -

Booting data in one page(Size of main data = 512B)

Booting data (512B) m

»& »
< |

Main data area Spare data area

A

4.5.4 NAND (ADDRESS CYCLE 4 OR 5, PAGE SIZE = 2048B, 4096B, 8192B)

BL1(1st Boot loader) should be located at block 0 and page 0.
BL1 is encoded by 16bit ECC.

Each page has 512B message data and 26B ECC data in main area and spare area is not used.

NAND (Address cycle =4 or 5, Page size = 2048B, 4096B, 8192B)
BL1 + Signature BL2 + Signature
(8KB) (16KB)
D 16 pages (block0) i 32 pages (block0) g
D 16bit ECC booting data (‘0x59A9’ randomized) i User file system g

Booting data in one page(Size of main data = 2048B, 4096B, 8192B)

Booting data (512B) - Not used

Main data area (2048B or 4096B or 8192B) Spare data area

A
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CORE #1 BOOT REGISTER

In iROM, the core #0 is used for the booting procedure and the core #1 is in the idle state at the beginning. If a
programmer wants the core #1 to escape from the idle state, the next program counter of the core #1 should be
written to the address of 0x0202_0000(Core#1 boot register) by core#0. Next step, the core#1 will start to run after

setting event to core#1 from core#0.

Set the next program counter of core #1 at
0x0202_0000

A 4

Set event for using core #1

Figure 5-1 Core #1 Escaping From the Idle State
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EMMC GUIDE

6.1 EMMC POWER CONTROL

For iROM to support eMMC 4.4 Boot mode and reset mode, the Power cycling circuit should be adapted very
carefully. The Power cycling circuit and iROM Boot code perform to keep level of VCCM and VCCQ of eMMC4.4
device low below 0.5V for a few periods. By controlling voltage level of VCCM and VCCQ, eMMC4.4 status
returns to the pre-idle state. So IROM is back to boot mode and can receive boot data(BL1, BL2) from eMMC4.4
slave.

The example eMMC power cycling circuit is as follows

Exynos4212 LDO eMMC

XMMCOCDnN VCCM

VCCQ

Figure 6-1 eMMC Power Control Concept

In the power circuit two things must be considered.

First, The LDO enable input signal is connected with a GPIO control pin. In the above example, The XMMCOCDn
pin controls LDO power. When a Exynos4212 system boots or reset happens, XMMCOCDn pin goes to low
status"0" for some periods. So LDO output is disabled for some periods. When XMMCOCDn turns to high
status"1", LDO enable is on and then V2.8V_1, V2.8V_2 outputs can supply eMMC VCCM, VCCQ with 2.8V
voltage.

This action performs that eMMC status returns to pre-idle state.

How long the GPIO pin should keep low status is a very important problem. By eMMC 4.4 spec, the VCCM or
VCCQ of eMMC should be below 0.5V longer than 1ms for slave to return to the pre-idle state. But when using

MoviNAND, Both VCCM and VCCQ should keep low status more than 1ms to prevent eMMC booting fail.
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Second, because LDO discharge time may be various, The period in which VCCM and VCCQ are below 0.5V
may be considered very carefully.

If a LDO discharge time is very long, XMMCOCDn can't control LDO output voltage level correctly.

LDO OUTPUT = §
V2.8V1 or V2.8ve 2.8V ;

XMMCOCDnN ‘__J_,_,_—;:»AF CDn keeps low

Figure 6-2 eMMC Power Control Concept

If LDO discharge time is long, LDO output can't reach voltage level which is lower than 0.5V or keep low level for
1ms. So At should be long enough for LDO output voltage to reach voltage level than 0.5V.
Exynos4212 IROM can support various At period. A customer who want to change At period can modify the

value after reset booting.
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